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Abstract: A new malware detection method based on APK signature of information feedback (SigFeedback) was pro-
posed. Based on SVM classification algorithm, the method of eigenvalue extraction adoped heuristic rule learning to sig
APK information verify screening, and it also implemented the heuristic feedback, from which achieved the purpose of
more accurate detection of malicious software. SigFeedback detection algorithm enjoyed the advantage of the high detec-

tion rate and low false positive rate. Finally the experiment show that the SigFeedback algorithm has high efficiency,
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making the rate of false positive from 13% down to 3%.
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Ja R B SR I VE S, R IE AIER 2 0] 1
T 5. 15%H 7.62%, RARFEFFKT 10.5%.

x2 EBENAGNEERERIRIRED T

ik B APKAS RER HEERER B
SVM 432 1049 91.29%  88.94%  13.79%
SigFeedback 1049 96.44%  96.56%  3.29%

5 ZRiE

ASCHR iR T R A ST IR s 3k
4T Android N H FEEIIFEEL, it APK 24415 S5
UE 5 2R FLHEA T AR B, AT B v G 023 114 2L
SOk AR B RRRE AR TR IR R AR AR i I
B, Ay X B — R R, (R R S Af
FE—EIE, T2 e ekt

B AR R AER LR 3 AT

1) fEALAR 5 )l R, A sh AR U ik e 7y
S EH A 2 I PRG3R R I P )

2) FFHIE T8 SCRFAE, 1 QiR FH B0 40t el Fn
I > e s N, RN TV N B SO0
PUAS [T = FH AR 0 2 N

3) KT dEnr LIS Re Ak HE APP [ AT
W, ORISR, BB EHONEAR I APP
FRETFEN 0, Fo M EEH E ER.
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